
ICMEC



“A Global Movement to 

Protect Children”

The International Centre for Missing & 

Exploited Children (ICMEC) is the 

leading global service agency working to leading global service agency working to 

protect the world’s children from 

exploitation and abduction.



Creation of ICMEC

• The tragic Dutroux affair 1996 in 

Belgium led to “White March” by 

citizens.

• Belgian Prime Minister visited NCMEC, 

shortly after seeking assistance to create 

a national center in Belgium.

• Other countries have sought similar 

assistance since that time.



ICMEC Core Functions
• Works to combat child abductions and child sexual 

exploitation globally;

• Provides training and assistance to law 
enforcement, legal professionals, NGOs, and 
governments;

• Advocates for changes in laws, treaties, and systems 
to protect children worldwide;

• Promotes the creation of national centers based on 
a public-private partnership model; and

• Leads a global financial coalition to eradicate 
commercial child pornography.



Online Safety and ICMEC

Given the importance of the Internet in the lives of 
children worldwide, ICMEC’s role is to:

– Recognize and use the power of the Internet for good and 
positive change;

– Help parents and children become aware of risks and offer 
solutions;

– Empower children to protect themselves through 
education and awareness; and

– Work with governments, organizations and the private 
sector on global level to improve Internet safety for 
children.
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Youth Experiences Online

U.S. Study¹

• 1 in 7 youth (14%) had unwanted 
sexual solicitations online; 
4% of advances are aggressive.

• 1 in 11 youth (9%)  experience 
harassment, threatening or 

Spain Study²

• 44% of  youth who use Internet  felt 

harassed  sexually.

• 11% of youth who regularly use Internet  

received insults from  others.
• 1 in 11 youth (9%)  experience 

harassment, threatening or 
offensive behavior.

• 1 in 3 youth (33%) had unwanted 
exposure  to sexual material.

• On average less than 5% of 
unwanted incidents  online are 
reported  to law enforcement or 
other hotlines.

received insults from  others.

• 14.5% of  youth met  with  strangers from 

Internet ; 8% more than once.

• 38% of  youth access  violent content on 

Internet.

• 28% of youth access pornography.

¹Online Victimization of Youth: Five Years Later; Crimes Against  Children Research Center, University of New Hampshire, 2006.

²Protegeles.com and ACPI Study 2002.



Risks Associated with Use of 

Internet and Mobile DevicesInternet and Mobile Devices



Images of Child Sexual Abuse 

and Exploitation

• Distribution of child sexual abuse images has increased 
dramatically with growth of Internet; they contain 
evidence of crimes against children.

– Involves photos or videos of sex acts with or by children or 
underage teens, and depiction of genitals.underage teens, and depiction of genitals.

• Psychological damage to children is serious and lasting; 
child is often victimized for life.

• Most online adult predators target teens who are 
troubled and emotionally vulnerable, and willing to talk  
about sex, romance, etc.¹

¹Crimes Against Children Research Center Fact Sheet - University New Hampshire, 2006. 

http://www.unh.edu/ccrc/internet-crimes/safety_ed.html 



Grooming

• Describes practice of sexual predators who “befriend” 
youth for sexual purposes; it poses a danger to young 
users of the Internet and other technologies.

• Predators communicate with youth in chat rooms or 
instant messaging (IM) aimed at gaining the trust of the 
victim.victim.
– Involves manipulation of vulnerable and willing teen victims 

and probing for personal information.

– Display of common interests and sympathy with teen victim.

– Use of flattery and gifts to persuade victim.

– Use of suggestive language and photos to desensitize victim.

– Meetings with teenagers for criminal sexual exploitation. 

– Many meetings are voluntary with teen agreeing  to have sex.

– Mobile phones are used for contact with victim.               



Cyber Bullying

• Aggressiveness and harassment intentionally committed 
online or with other devices against weaker persons.
– Australian survey 32% of Facebook users received harassing or 

threatening messages either online or via their mobile phone.¹

• Occurs in chat rooms, email, IM, social networking sites, 
online gaming, text messaging or by mobile phone.online gaming, text messaging or by mobile phone.

• Involves threats, name calling, humiliation, abusive and 
nasty comments, spreading rumors or posting 
unflattering photos.

• Victims often kids who are unable to stand up
for themselves; can have serious consequences.

¹Trading Privacy for Friends, Chris Webster, www.cyberbullying.info, 2008.



Exposure to Inappropriate or 
Harmful Content

• Hard core pornography.
– 57% of 9-19 year olds in U.S. have inadvertently encountered 

pornography online.¹

• Sale and advocacy of drugs, tobacco, gambling, weapons, 
explosives.

• Exposure to racist ideology or hate speech, or• Exposure to racist ideology or hate speech, or
harmful content such as the promotion of suicide, cults 
and anorexia.

• Illegal file sharing, music, games, and software downloads. 
– Shared files can spread viruses, spyware and malware.
– User can unknowingly be downloading child pornography or other 

harmful files.
– May be in violation of copyright and trademark laws.

¹Crimes Against Children Research Center Fact Sheet – University of New Hampshire, 2008.

http://www.unh.edu/ccrc/internet- crimes/safety_ed.html 



Mobile Devices

• Mobile phones, iPhones and PDAs are Internet 
enabled and pose similar risks to kids as computers.
– Predators  or other teens IM or text message victims asking to 

send provocative or nude photos.

– Cyber bullying through text messaging.

– Kids can encounter inappropriate materials and images – Kids can encounter inappropriate materials and images 
on Internet.

– They may have unsafe downloads of spam, malware and 
viruses.

– Mobile devices are easily lost which can present security 
issues.



Social Networking Sites

• Social Networking (SN) sites allow users to IM, add 
photos, create personalized profiles, share info with a 
select group.
– Most popular : MySpace, Facebook, Bebo, Yahoo! 360, Piczo, 

Xanga, Habbo Hotel, Skyrock, Daily Motion, etc.

– A blog is like a personal website with user-created content.

• SN sites offer IM, chat, search, email, photos, videos, etc. 
for member use and sharing with friends but strangers 
can sometimes gain access.

• Sexual predators, bullies and fraudsters look for 
vulnerable kids in SN sites to exploit personal 
information.¹

¹”Thousands of NY Sex Offenders Booted From Facebook, MySpace,” Eliot Van Buskirk, 

Wired, 1 Dec. 2009.



Peer-to-Peer (P2P) File Sharing

• File sharing programs enable illegal downloading of 
music, software, games, pornography, etc.¹
– Popular networks include Gnutella, eDonkey2000, 

Limewire, and BitTorrent.

• P2P programs are used by kids to share music, games, 
and software for free.

• Kids are unaware or unconcerned about copyright issues; 
can be subject to criminal or civil prosecution.
– It can constitute copyright infringement.
– Recording industry takes strong enforcement stand.

• Risks also include:
– Fraud and theft of information by  the P2P program uploading of 

personal files from your computer;
– Downloading of viruses, “Trojans,” and spyware to your 

computer; 
– Viewing and access to pornography and other offensive material.

¹www.Wikipedia.com-file sharing 



Online Gaming

• Video game systems offer enhanced experience through 
online gaming. 
– Players communicate in real-time, by voice or IM, email.

– Most popular game consoles are XBox360, SonyPS2, Nintendo 
GameCube, etc.

– Predators contact young players to get personal information and 
or persuade them to meet for sexual purposes.

– Online gaming offers anonymous communication where voices 
and identities can be disguised.and identities can be disguised.

• Bullies can use online games to abuse and intimidate
other players.

• Risk of downloading viruses, “Trojans,” worms and 
spyware introduced by intruders posing as players.



Parental Controls

• Internet Service Providers (ISPs), Web browsers, and 
online gaming programs offer parental controls where 
parents can:

– Set time and content limits for their child to remain online;

– Control access to certain sites and games; choose age-rated 
games;games;

– Use voice masking feature to prevent others from knowing age 
and gender of player;

– Prevent certain types of file downloads;

– Monitor and obtain report of user’s online activity.



What Parents Can Do

• Communicate with kids about risks associated with 
Internet, computers and mobile devices.

– Keep computers and devices up-to-date.

– Require good online safety and computer security practices 
that protect your child, personal information, and the 
computer or device.

– Adopt a written Internet Safety pledge or contract with kids 
agreeing to rules and adherence to the rules.

– Follow-up to ensure compliance with rules.

Most of the safety recommendations on these slides apply to children and youth of all ages;

however, some will be more applicable to certain age groups than others. 

Please refer to the Resources slides for more specific information.



What Parents Can Do

– Maintain an open dialogue with your child, discuss Internet safety 
issues.

– Establish ground rules for computer use and gaming

– Encourage your child to share concerns with you and don’t be too 
harsh on them if they make a mistake.

– Report inappropriate contact by others with your child or bullying  
behavior to proper authorities.

– Keep rules and information on how and where to report by the 
computer for your child’s easy access.



What Parents Can Do

• Become familiar with how kids use computers and 
mobile devices to communicate.

– Learn more about the latest technology.

– Monitor IM, texting, web browsing, and blog activity.

– Monitor and ask about their chat room activity.– Monitor and ask about their chat room activity.

– Learn who is on your child’s IM, blog, or buddy list.

– Search for your child’s name on the Internet to 
see what is posted and monitor their social networking 
sites.



What Parents Can Do

• Teach kids to protect and respect personal information 
and that of others and explain why to:  

– Use privacy settings on browsers and social networking sites;

– Don’t communicate with strangers, only friends;

– Stay in open (multiple) chat rooms; avoid going into private (1:1) 
chat rooms;

– Stay in open (multiple) chat rooms; avoid going into private (1:1) 
chat rooms;

– Never give out personal information, name, address, phone  
number, school name and grade, teams, events, etc.; and

– Never agree to meet someone in person whom they have 
“met” on the Internet without parental  or responsible adult 
involvement.



What Parents Can Do

• Photos and videos:

– Do not let younger children (pre-teen) post photos on social 
networking sites.

– Advise teens of risks and to use extreme caution in posting photos 
or videos; posting images of nudity is not a good idea for anyone.

– Remind them that images are accessible by others and – Remind them that images are accessible by others and 
last forever.

– Advise teens of risks of posting photos of others without 
permission or of providing identifying information of self, family 
or others.

– Discourage kids of all ages from using webcams, especially alone 
or in bedroom and explain risks.



What Kids Can Do

• Empower themselves by recognizing the risks and  
learning safe computing, mobile device and gaming 
practices.

• Communicate with parents and adults about their online, 
IM, and texting activities.

• Don’t communicate with or send photos to strangers.• Don’t communicate with or send photos to strangers.

• Don’t be persuaded by others to do something 
inappropriate or risky that they would not want parents 
or guardian to know about.

Most of the safety recommendations on these slides apply to children and youth of all ages;

however, some will be more applicable to certain age groups than others. 

Please refer to the Resources slides for more specific information



What Kids Can Do

• Don’t give out personal and family information such as 
names, addresses, phone numbers, school, and email. 

• Choose a neutral screen name that doesn’t reveal gender, 
age, location, school, or any identifying information.

• Don’t  send photos of themselves, family or friends to 
strangers or post them on social networking sites without strangers or post them on social networking sites without 
permission.

• Never agree to meet a person they’ve “met” online 
without consulting parents or a responsible adult.

• If they receive email, text, or IM messages that make 
them feel uncomfortable advise parents or a 
responsible adult.



Internet Safety Pledge for Kids

I will talk with my parents or guardian about our Internet and mobile 
phone rules and obey them. I also will:

• not give out personal information, name, phone, address, etc. to 
strangers, without parent’s permission;

• use privacy settings to restrict access to my social networking site;

• not share photos of myself or my family with strangers or post them 
where strangers might see them;where strangers might see them;

• not engage in “sexting” on a mobile phone or PDA;

• tell my parents or guardian about anything online or by mobile device 
that makes me feel threatened or uncomfortable;

• not meet with anyone that I have met on the Internet without my 
parent or guardian’s permission;

• not engage in bullying, hurtful or offensive remarks to others; and

• not engage in peer-to-peer file sharing or download games, software 
or music without checking with my parents or guardian.



Safety Pledge for Parents 

or Guardians
I will talk to my kids openly to learn about their activities and explain to 
them about the risks of going online. I will also:

• keep the computer in an open area and maintain system updates and 
install security software;

• set reasonable rules with my child for Internet access, post them near 
the computer and make sure they are being followed;

• advise my child and explain why not to give personal information and 
photos to strangers;

• encourage my child to communicate openly with me when he or she 
feels threatened or uncomfortable about contacts;

• not over-react or be too judgmental of my child for telling me about  
“bad” experiences or incidents on the Internet;

• not punish them for mistakes;

• report suspicious events to the proper authorities; and

• stay involved with my child’s online activities and monitor them using 
parental controls and technology.



Where to Report

• www.acma.gov.au

• www.asi-mexico.org/sitio

• www.ceop.gov.uk

• www.cyberethics.info/cyethics

• www.cybertipline.com

• www.cybertip.ca

• www.internetsegura.org

• www.iwf.org.uk

• www.missingkids.co.za/Search.htm

• www.navegueprotegido.com.br/pai

s.asp

• www.onlandia.org.ua/ukr• www.cybertip.ca

• www.esecurity.org.my

• www.forms.us-cert.gov/report

• www.fpbprochild.org.za/Report 

Abuse.aspx

• www.IC3.gov

• www.indianchild.com

• www.inhope.org

• www.onlandia.org.ua/ukr

• www.protegeles.com

• www.safernet.org.br/site/

• www.saferunet.ru/

• www.sigur.info

• www.virtualglobaltaskforce.com



Resources
www.aifs.gov.au

www.cybercrime.gov/rules/htm

www.ecpat.net/EI/index.asp

www.ec.europa.eu/information_society/activities/htm

www.fbi.gov/publications/pguide/pguide/htm

www.fosi.org/cms/index.php/resources.html

www.ftc.gov/youarehere/

www.getnetwise.org

www.Inhope.org

www.isafe.org/

www.itu.int/osg/csd/cybersecurity/gca/cop/



Resources

www.microsoft.com/protect

www.missingkids.com/missingkids/

www.o2.com/cr2008/responsibility/child_protection

www.protegeles.com/eng_que_hacemos2.asp

www.safernet.org.br/site/

www.staysafe.orgwww.staysafe.org

www.stopchildpredators.org

www.virtualglobaltaskforce.com/

www.wiredkids.org/

www.wiredsafety.com



The International Centre for 

Missing and Exploited Children

1700 Diagonal Road, Suite 625

Alexandria, Virginia 22314

USAUSA

Phone: +1 703 837 6313

www.icmec.org

E-mail: information@icmec.org




