Lesson plans created as part of the ’Safer Internet’ project – 14 November 2011
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Dear teacher,

As part of the ‘Safer Internet’ project, Birgy Lorenz and Kärt Käesel from Pelgulinna High School have put together lesson plans that can be used to discuss Internet safety with basic school students. The texts were edited by Ilvi Pere from the Tiger Leap Foundation.

We hope they provide plenty of useful material and boost students’ knowledge of safe computer and Internet use. All of the materials created as part of the project are also available online at www.targaltinternetis.ee and www.koolielu.ee. 

Have a safe academic year!

Ilvi Pere

Theme of lesson: Privacy on the Internet
Duration: 45-90 minutes
Age group: Grades 3-4
Overview

Children’s interest in computers and the Internet grows every day, which is something the business sector cashes in on. There are thousands of websites all over the world that are designed especially for children – be it to educate them or entertain them. There are also sites that aim to shape the way young people think through advertising. Kids are enticed to spend and consume by surveys, games offering prizes, pop idols and more. All of these sites are designed to shape consumer thinking and generate an artificial need for one product or another. 

The way children use computers depends largely on their parents’ ability to guide them at home. Unfortunately, studies have shown that in 80% of cases kids are left to their own devices when it comes to discovering the world – so computers and the Internet become their teachers and companions. And since kids are easily influenced, they face an array of dangers online. 

When kids start chatting to other people over the Internet, they often unsuspectingly give out too much personal information to other kids or adults. Not everyone you meet online has the best or purest of intentions. Parents may warn their children against men offering them sweets and other strangers on the street, but not always about such people on the Internet. And sometimes not even adults can tell whether someone they’re chatting away to quite happily is really who or what they say they are. 

More thought needs to be given at home to keeping a discreet eye on what kids do online – what kind of sites they’re on, who they’re talking to and so on. A simple way of doing this, particularly with younger children, is to have the computer in the living room. You have to show an interest in what young people are doing and foster a good relationship with them, coming up with ideas of things you can do together and the like. Internet safety too is something you should talk to them about as soon as they start using computers, reminding them of how they should behave, which is essentially the same as in their everyday lives. For example, you should tell them that a password is like a toothbrush – you shouldn’t let anyone else use it and you should change it from time to time.

Further reading for teachers and parents can be found online at  http://www.netiohud.ee/peamine/lapsi-ahvardavad-ohud-internetis.html. 

Aims

· Students are aware that they’re not alone on the Internet – they’re part of a larger community in which there are lots of strangers

· Students know never to share personal things (pictures, videos and information) with strangers

The teacher will need: a computer and the Internet to show the films below to the students 

The students will need: small stickers in two colours (e.g. post-its) or glue and ordinary pieces of paper and a large piece of paper for each group to make a poster with

	Activities
	Duration

	Introduction

· Greet the class.

· Explain to the students what they’ll be doing during the lesson: “Today we’ll be making posters on how to be safe on the Internet and what kind of information about ourselves we should and shouldn’t give out.” 
	3 minutes

	Themes and tasks

· Show the students the animated short entitled Kasukata /Fleeced/ at http://et.sheeplive.eu/fairytales/kasukata.

· Discuss what happened in the film with the class: “What did the sheep do wrong and how could it have avoided what happened?”

· Carry out a privacy vote (instructions below) and discuss why certain things should or shouldn’t be shared with others online. If the students know, for example, that they shouldn’t tell anyone what their home address is because their mum and dad don’t want them to, elicit an explanation of why their parents don’t want them to – what could happen? 

· Show the students the animated short entitled Suur suu /Bigmouth/ at http://et.sheeplive.eu/fairytales/suur-suu.

· Discuss what happened in the film with the class: “What did the farmer do wrong and how could he have avoided what happened?”

· Outline the topic of privacy using the themes raised in the introduction above.
	20 minutes

	Independent work

· Hand out stickers or post-it notes in two colours to all of the students. Explain the task: “Write down 2 or 3 things it’s OK to tell other people online and 2 or 3 things you definitely shouldn’t share with others on the Internet.” Have them write each one on a different sticker or post-it.
	5 minutes

	Group work or class discussion

· Divide the students up into groups of 4-5.

· The group members read out the answers one at a time.

· On the desk is the large sheet of paper for their poster. The poster is divided into two halves: information it’s OK to share online and information you shouldn’t share online.

· The groups attach the stickers or post-it notes to the poster in one of the two halves as they deem appropriate. For example, those that agree they shouldn’t share pictures with people online stick their post-its together on the poster.

· The two halves of the poster should each be given their own heading.

· The halves can be designed in a way that forms a single image (such as an apple which is half red and half green) or two contrasting images (e.g. sun vs. clouds).

· The students then choose what they feel are the two most important things you shouldn’t tell or share with other people online and highlight them somehow to show their significance.

· More than just the stickers can be used in the design of the posters – the students can be provided with paints, felt-tip pens, glue, glitter and so on.
	10 minutes 

	Assessment

· The students’ discussion on the topic of privacy 

· Independent work, group work, the results of the discussion in the form of the posters and comments made on the posters

· Homework to add to or complete the posters

· Giving anonymous examples from everyday life and making connections
	4 minutes

	Homework

· The students discuss the issue at home and note down 3 things that their parents/brothers and sisters/grandparents would never share with other people online and why. If needed, the poster can be added to or otherwise finished off.
	3 minutes 


Privacy vote
Everyone in the class is asked to vote ‘for’ or ‘against’  sharing the details/things below with other people online. You can encourage discussion on what could happen if these details/things were shared – what might the consequences be? The voting can be done in a number of ways: 

*everyone stands up; those voting ‘for’ remain standing while those voting ‘against’ sit down

*divide the room in two using chalk or tape and mark one side with a + sign (‘for’) and the other with a – sign (‘against’); the students then move to one side or the other depending on their vote

*those voting ‘for’ do a certain action (such as nodding their head vigorously, without making any noise) while those voting ‘against’ do a different action (such as shaking their heads); funny actions can be used as well

Details/things:

Family photos; your class timetables; your parents’ mobile numbers; the teacher’s e-mail address; videos of yourself and friends at summer camp; your home address; the grades you got last month; etc. 

You can add to the list yourself or get the students to make suggestions.

See also http://www.targaltinternetis.ee/wp-content/uploads/2011/01/Targalt-internetis_õppematerjalid.pdf Moodul 3.2.

www.targaltinternetis.ee                                                                   1

[image: image1.png][image: image2.png][image: image3.png]